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Abstract

In the past decade, the number of always-connected mobile
devices exploded. Smartphones are always with the user
and host a large number of applications and services that
use notifications to gain the user’s attention. These notifi-
cations and their effects on users have been extensively re-
searched in the context of human-computer interaction. In a
body of prior work, numerous small- and large-scale studies
were conducted to understand notifications as well as their
effects. A common theme in these studies is the need for
accessing users’ notifications, often for logging purposes.

In this paper, we present an open-source framework for
notification research on mobile devices. The framework

has been used as the foundation of multiple in-the-wild and
in-lab studies, and has been downloaded by over 60,000
users. We explain the requirements, the architecture, and
past application scenarios of the framework. The scenarios
range from enabling reflection on mobile notifications to rich
experiences in multi-device environments.

Author Keywords
Notifications; interruptions; mobile devices; digital well-
being; data collection; open-source framework.

ACM Classification Keywords
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Introduction

Notifications are an important feature of current mobile de-
vices. Applications and services on mobile devices use no-
tifications to proactively inform users about various events,
such as new messages, emails, appointments, and up-
dates. Prior work investigated what types of notifications
users receive on a daily basis and which notifications are
valued by users. Regardless of their value, notifications can
induce negative effects such as distractions, interruptions,
and increased stress. A body of work investigated various
approaches to reduce these negative effects such as de-
ferring notifications to breakpoints, using context data to
assess the user’s interruptibility or filtering unwanted notifi-
cations. A common theme in these studies is the need for
accessing users’ notifications, often for logging purposes.

In this paper, we present Notification Log, an open-source
framework for logging notifications on mobile devices. We
implemented Notification Log as a modular Android app
that can be easily extended. The framework has been used
in multiple in-the-wild and in-lab user studies, and has been
downloaded by over 60,000 users. By making the frame-
work publicly available, we hope to accelerate the research
of notification experiences that are valued by users while re-
specting their digital well-being. In the following, we outline
related work about notifications on mobile devices. Then,
we introduce Notification Log’s architecture and provide an
overview of prior application scenarios.

Related Work

A body of prior work investigated various aspects of mobile
notifications. Sahami Shirazi et al. [15] conducted a large-
scale assessment of mobile notifications. The researchers
developed an app for Android devices which listens for new
notifications and subsequently forwards the notifications

to a central server for data analysis. The app was later ex-

tended by Weber et al. to support multiple devices [18].

In follow-up work, Weber et al. showed that users per-
ceive notifications differently depending on the type of de-
vice [21]. Lee et al. provided further insights about notifi-
cations on smartwatches [6]. Dingler et al. investigated the
use of notifications for microlearning sessions on the go [4].
The researchers built an Android app that triggered mi-
crolearning notifications at random times and depending on
a model [14] that also included the time of the last received
notification. Pielot et al. [13], Dingler et al. [3], and Mehrotra
et al. [9, 10] logged mobile notifications to provide further
insights into what kind of notifications users receive on a
daily basis and how they are perceived. Mehrotra et al. also
presented a system that generates notification rules based
on received notifications [8]. Weber et al. investigated the
user-defined deferral of notifications [19]. Auda et al. ex-
plored user-defined rules for notification deferral and end-
of-day summaries [1]. Okoshi et al. presented a middleware
to sense users’ interruptibility in real time [11], which was
used in a large-scale in-the-wild study [12]. Leiva et al. [7]
reported on the cost of mobile application interruptions, and
Vardhan et al. discussed the balance of convenience and
privacy of mobile notifications [16].

A common theme in prior work is the need for accessing or
logging users’ notifications. The contribution of this paper is
an open-source notification logging framework that can act
as a starting point for future work.

Notification Log

We implemented the Notification Log framework as an
Android app with the primary goal of running in the back-
ground of personal mobile devices for both in-the-wild and
in-lab studies. The requirements for the app are reliable
and unobtrusive logging in the background, extensibility, as
well as support for most Android versions and devices.
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Figure 1: The settings screen
allows users to control if and how
notifications should be logged. The
screen is extensible and allows for
a simple integration of additional
options.

Data Sources

The Notification Log framework consolidates multiple data
sources and provides an abstraction layer for a wide range
of Android versions (see Figure 2).

Notification Listener Service The central data source of
the framework is the Notification Listener Service API [2].
This service is, after granting permission from the user,
permanently running in the background of the device and
receives callbacks when a notification is added or removed
from the system. Recent versions of Android significantly
improved the information provided by this API, e.g., by pro-
viding information if a notification was removed by the user
or the notifying app itself. The APl is available since An-
droid 4.3 which runs on 96.40% of Android smartphones
and tablets at the time of writing". In particular, this service
provides which apps triggered/removed notifications, the
text content, priority/importance levels, vibration patterns,
and sound amongst a multitude of additional attributes.

Device Meta Data and Context Data Notification Log sam-
ples device meta data, such as the screen state (on/off),
ringer mode (silent, vibration, volume), battery state (cur-
rent level, if charging), and connectivity state (offline, wifi,
mobile). This information is combined with the notification
data to provide insights into the device’s context when a
notification was received or removed.

Additional Data Sources Other data sources can be easily
integrated due to the extensible architecture of the frame-
work. In the past, we used the Google Activity Recognition
API to extend the notification data. The API reports proba-
bilities for if the device is still or the user is walking, running,
cycling, or driving. Another data source is the Google Loca-

' Android distribution dashboard https://developer.android.com/
about/dashboards/ (accessed on 2018-07-26)

tion API, which reports location updates including longitude,
latitude, estimated accuracy in meters, and the age of the
location update. Both data sources can be attached to the
Notification Listener Service and enhance the logged notifi-
cation data. Notably, the framework allows the use of these
data sources without affecting the device’s performance or
battery consumption negatively.

Data Consolidation

Notification Log consolidates all data sources in a central
Notification Object (highlighted in green in Figure 2). This
object acts as an abstraction layer that hides differences
in the Android SDK. The result of the data consolidation is
serialized to a JSON representation.

Data Persistence

Notification Log stores all unified JSON objects in a private
on-device SQLite database (highlighted in yellow in Fig-
ure 2). The database is inaccessible by other apps on the
device and therefore enables secure logging of notification
and context data.

Data Processing

The data stored in the local database is the core of the
framework. The browse user interface allows users to see
recent additions to the log (see Figure 3). It shows a pre-
view of the recorded notification and the JSON representa-
tion of the notification and context data (see Figure 4). The
database can also be exported manually in a JSON-line for-
mat for computation by other applications. Events can be
sent to a server either immediately when a notification is
added or removed from the system or batched for synchro-
nization in specific intervals when pre-defined conditions
are met, e.g., when the device is plugged in and connected
to a Wi-Fi network.
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Figure 2: The architecture of Notification Log. The framework provides an abstraction layer for unifying notification data with device meta data
and context data. The logs can be further extended by including additional data sources, such as the Google Activity Recognition API and the
Google Location API. The logged data is stored in an on-device database and can be manually exported, synced periodically or directly
pushed to a server. Users can control the logging with an extensible settings screen and browse the locally stored data.
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Figure 3: The browse screen
allows users to explore the
on-device database. It provides a
preview of the logged notifications.

Extensibility

The framework can be extended in multiple ways, e.g., by
adding additional data sources to the notification object ab-
straction layer. The existing Uls can be extended by further
options that control the logging (see Figure 1) or statistics
that provide additional insights about the logged data.

Application Scenarios

The Notification Log framework was used in a number of
in-the-wild and in-lab studies. For each of these studies,
the framework was extended according to the needs of the
study. In the following, we report prior applications of the
framework and detail the release on the Google Play Store.

Record and Replay of Notifications

Lab studies that involve personal notifications are chal-
lenging. When using participants’ personal devices, it is
not possible to control how many notifications they receive
during the study, as this mostly depends on external fac-
tors. On the other hand, using fake notifications may be
perceived differently by the participants. As a compromise
between those approaches, Notification Log was used in a
lab study setup [17]. The app was installed on the partic-
ipants’ personal smartphones days prior to the lab study.
On the day of the study, the recorded notifications were ex-
ported and a set of randomly selected notifications were
then used in the lab study. By displaying participants’ own
recorded notifications, it was possible to create a compro-
mise between meaningful notifications while controlling the
number of notifications shown during the study.

Reflection on Mobile Notifications

In another study, the framework was used to enable reflec-
tion on mobile notifications [22]. In current mobile operating
systems, notifications are ephemeral. To provide insights
on how many notifications users receive on a daily basis,

Notification Log was used to record all notifications on the
users’ personal smartphones for a specific time span. The
log data was then exported and loaded in a web-based
dashboard. The dashboard breaks down the number of no-
tifications that were created in the time span, along with the
apps that created them, the change over time, and the dif-
ferences between weekdays. This dashboard allows users
to reflect on the notifications they receive and enables them
to adjust notification settings to improve their digital well-
being. In this specific study, the logs were exported man-
ually, but it is easy to imagine a system in which the notifi-
cations are periodically synced with a server to provide an
always up-to-date dashboard experience.

Integration in Existing Infrastructures

Notification Log was integrated into an existing infrastruc-
ture for loT devices in intelligent living environments [5].
Thanks to the loose coupling of the components, it was
possible to quickly integrate the Notification Listener Ser-
vice and the Notification Object Abstraction layer into an ex-
isting project. The existing loT infrastructure was therefore
extended by the possibility to react to notifications received
on personal smartphones and tablets.

Novel Experiences

In a study to explore the effect of personal content on pub-
lic displays in work environments, the framework was ex-
tended to communicate with nearby public displays [20].
Participants of the study carried Bluetooth beacons. When
being near a public display, the modified Notification Log
app would mirror the pending notifications of the partici-
pants’ personal smartphones on the public display. For this
study, the framework was extended by a component that
handles the communication with the public display, and an
additional privacy screen that allowed the participants to
control the level of detail of the mirrored notifications.
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Details

W

"packageName" :

"com.google.android.wearable.app",
"postTime": 1521791564916,
"systemTime": 1521791564932,
"offset": 3600000,

"isongoing": false,
"isClearable": true,
"when": 1521791564914,
“number”: -1,

“flags": 272,

“defaults": 0,
"ledARGB": 0,

“ledon": 0,

"ledoff": 0,
"ringerMode": 1,
"isScreenOn": true,
“batteryLevel": 94,
"batteryStatus": "discharging",
"isConnected": true,
"connectionType": "wifi",
"isGroupSummary": false,

Figure 4: The details screen
shows a preview of a logged
notification and the corresponding
JSON representation.
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Availability on the Google Play Store

The base version of Notification Log has been available in
the Google Play Store since July 20152. At the time of writ-
ing, the app has been downloaded over 60,000 times and

is installed on over 8,700 Android devices. These down-
loads originated from 175 countries. Users installed the app
on over 360 different Android device models, with Android
versions ranging from 4.3 to 8.1.

Open-Source Framework

The Notification Log framework was used in a number of
in-the-wild and in-lab studies. Due to its extensible architec-
ture, it can be quickly customized for many application sce-
narios. The base version of the framework has also been
used by thousands of users over the span of several years.
We now open-sourced the Notification Log framework® un-
der the MIT license to provide researchers and developers
with a flexible framework for notification-related research
and projects.

Conclusion

In this paper, we introduced Notification Log, an open-
source framework for notification research on mobile de-
vices. The framework was implemented as an Android app
for a wide range of Android smartphones and tablets. We
discussed the architecture of the framework and provided
examples of how the framework was used in in-the-wild
and in-lab studies. The base version of the framework was
made available on the Google Play Store and has been
downloaded over 60,000 times on a broad set of different
Android devices.

2 Notification Log on the Google Play Store https:/play.google.com/
store/apps/details?id=org.hcilab.projects.nlog

3 Notification Log on GitHub https://github.com/interactionlab/
android-notification-log

With this publication, we open-source the framework to pro-
vide researchers and developers with a foundation for future
projects. We hope to accelerate the research of notification
experiences that are valued by users while respecting their
digital well-being.
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